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[IPUMEHEHWE TEXHOJIOT N
WINDOWS TO GO

B ABTOMATV3NPOBAHHbIX
CUCTEMAX KJIACCOB 2A U1 3A
C CEPTUONLNPOBAHHbBIMU
CPELICTBAMMU 3ALLNTBI
NHOOPMALUUN

MpednoxeHa anbmepHamMuea ucno1b308aHUI CbEMHO20 CUCMEMHO020 XECMK020 OUCKa
c ucnosnv3ogarHuem ycmpoticmea Mobile Rack e sude 8HewHez0 xécmkozo oucka unau USB-
¢nsw Hakonumensa (USB-Hakonumens). [TocmasnieH 3KkcnepumeHm, no380JA0Wull 8biAc-
HUmMe pabomocnocobHocMb NpedsioxeHHo20 peweHuUA. OnNUCcaHbl OCHOBHbIE MPYOHOCMU,
B03HUKLWUE 8 X00e dKcnepumMeHma, U cnocobsl ux npeodosieHus. CoesiaHbl NpeodsioxeHus 0715
y/yqweHusa coemecmumocmu pabomel USB-Hakonumens ¢ ucnosib3yemeiM cpedcmeom 3d-
wumsl UHopmayuu.

Knroyeesble cnosea: asmomamusuposarHHas cucmema (AC), KoHmMposab yesocmHocmu

(KL), HecankyuoHuposaHHsili 0ocmyn (HC/]), onepayuoHHasa cucmema (OC), oCHOBHble mex-
Huyeckue cpedcmea u cucmemeol (OTCC), cpedcmeo 3awjumesi uHgpopmayuu (C34).

Skurlaev S. V., Sokolov A. N.

TECHNICAL SOLUTIONS USED FOR
3A/2A CLASS SYSTEMS TO PROTECT
AGAINST UNAUTHORIZED ACCESS

Use of USB-drive (USB-flash pendrive or USB-harddrive) suggested as an alternative for re-
movable hard drive with use of Mobile Rack mount. Perfomed an experiment that allows to re-
search compatibility of the proposed solution. Described main difficulties encountered in the
course of the experiment, and ways to overcome them. Made suggestions for improving the
compatibility of use USB-drive with means of information protection.

Keyword: automated system (AS), integrity control (IC), unauthorized access (UA), operat-
ing system (0OS), primary technical means and systems (PTMS), means of protecting informa-
tion from unauthorized access.
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B cnyyae 06paboTku MHPopMaLmn B aBTOMa-
TU3NPOBAHHbIX CUCTEMaX KnaccoB 3A, 2A v Bbiwe
HOPMATMBHBIMM JOKYMeHTaMUn TpebyeTtcsa nnbo
obecneunTb yCnoBuUs XxpaHeHusa obpabaTbiBae-
MO MHPOPMaLUMKM B MOMELLEHNM C OCHOBHbIMY
TeXHUYecKmm cpeacteamm u cuctemamm (OTCC),
nMBOo OCYLEeCTBUTb OTUY>KAAEMOCTb HOCUTESNEN
HOOPMaLIMK OT 3TUX CPEACTB AJIA XPaHeHNs KX
B pyrom 060pyaoBaHHOM AJ1A 3TUX Lieniei nome-
WweHumKn. B Tom cnyyae, Korga B opraHm3aumnm ecTb
HECKOJIbKO MOMELLEHMI C PaCcMoNIOKEHHbIMK B
Hux OTCC, Kak npaBwso, BblbrpaeTcs 1 obopyay-
€TCA TOJIbKO OAHO M3 HUX AJ1A Lenell XpaHeHus
3awyiaemon nHdopmalmun, a B Apyrom nome-
WeHUy, rae NpefycMOTpeHa Nvlib 06paboTka,
TpebyeTca obecneunTb OTUYKLAEMOCTb HAKOMK-
Tenen nidopmauum ot OTCC, B TOM Yncne u oc-
HOBHOIO »KECTKOrO [MCKa C YCTAaHOBMIEHHON Ha
HEM onepaunoHHon cuctemon (OC). B HekoTo-
PbIX OPraHN3aLUsaX BHYTPEHHUMN HOPMATVBHbI-
MU [OKYMEHTaMM 0becrneunTb OTUYKAAeMOoCTb
HakonuTenel Tpebyetca B Nto6OM Ciyvae ¢ Le-
Nblo JanbHEeWLWero ux XxpaHeHusa B cerldax nnm
MeTannyeckux wradpax. OCHOBHON 1 fAe-pakTo
€VHCTBEHHbI BO3MOHbIA CNocob [0 nocnea-
Hero BpemeHu npegnonaras pa3MeLleHmne ecT-
Koro pgucka B yctporictee Mobile Rack (canaskn)
(puc. 1) B KOpnyce CUCTEMHOrO 610K, UTO Hera-
TUBHO CKa3blBaNOCh Ha MPOAOIIKUTENBbHOCTY pa-
60Tbl 1 MPOU3BOANTENBHOCTN YCTPONCTBA.

[nAa ocywwecTBNEeHNA OTYYXKOAEMOIO »KECT-
KOro MCKa MOXKHO MPUOErHyTb K HECKOJSIbKMM
cnocobam:

1. O6blYHbIM pelleHneM ABNAETCS UCMONb-
30BaHue ycTporicTBa Mobile Rack B kopnyce cu-
CcTeMHOro Onioka Ansi yAOOHOro W3BfeYeHns
YKECTKOro AnCKa nocsie 3aBepLieHns paboTbl.

2. AnbTEpHATUBHBIM peLleHNEM ABNAETCA
NCMOJSb30BaHNe BHEWHEro HaKonuTens, noj-
Kntovaroweroca yepes USB-pa3bém. OH moxeT
ObITb KaK OObIYHBIM KECTKUM ANCKOM, KOTOPbIV
pacnonaraetcs B pa3bopHOM 1 HepaszbopHOM
Kopnyce, Tak 1 USB-¢naw Hakonutenem.

MepBbii cnocob saBnAaeTcAa 6onee pacnpo-
CTPaHEHHbIM Ha AaHHbI MOMEHT. YCTpOMnCTBa
Mobile Rack 3aHumatoT oTcek 5.25 B kKopnyce cu-
CTeMHOro 6J10Ka, B OTAENALLYICA YacTb NoMe-
waetca XEcTkmn auck. Mpu 3tom Mobile Rack
peako obecrneyriBaeT HEOOXOANMbIV As MKECT-
KX OMCKOB TEMMEPaTYPHbIN PEXMM, a exe-
[HEeBHOE MOAKIIOYEHNE 1 OTKIIIDUYEHNE YCTPO-
CTBa TAKXKe CMOCOOCTBYET CHUXKEHUIO CPOKA €ro
XKU3HU.

B KauecTBe anbTepHaTMBbl NpepsiaraeTca
NCMob30BaTb TEXHONOMMIO NEPEHOCUMON one-
PaLMOHHON CUCTEMbI, YCTaHOBMIEHHON Ha USB-
HakonuTenb. YTo6bl NpoBepUTbL PaboToCnocob-
HOCTb MexaHu3moB C3l, onncaHHbIX B Npefpl-
Jywen ctatbe [1], NOCTaBneH 3KCNepuUMEHT: B
kavectBe ueneson OC Bbi6bpaHa Windows 8.1,
nockosbky TexHonorua Windows To Go nosasu-
nacb HaumHasa ¢ Windows 8, a B KauectBe C3U
BblOpaH Secret Net 7, NoCKonbKy SBNAETCA cep-
TUGULMPOBAHHBIM CPeLCTBOM AJA BblOpaHHOM
OC. lNMocTaBneHHbIN 3KCNEePUMEHT OCHOBbIBaET-
CAl Ha pekomMeHAayeMmbIx B cTaTbe Microsoft2 wa-
rax v 3akyaetcsa B NocnefoBaTeNbHON ycTa-
HoBke Ha USB-Hakonutenb OC, nakeTa npuknag-
Hbix nporpamm, C3W, ¢ ganbHenwen HacTpon-
KOW 1 TeCTOBOW 3KCMyaTaumen.

B xope 3KcnepuMmeHTa MCNONb30BaNUCh
wraTHble cpeactBa Windows 8.1. kcnepumeHT
BbIMOJIHEH MO3TaNHoO:

1. BblbpaHbl Takme HaKoMUTENN, Y KOTOPbIX
He ycTaHoBneH ¢nar ygansaemoro ycTpolncTBa
(removable bit): oH coobujaet OC, yTo gaHHoe
YCTPONCTBO MOXET OblTb 13BJIEYEHO BO BpeMs
paboTbl KOoMMblOTEPa; MO YyMonuyaHuto dnar
«removable bit» y USB-pnaw Hakonutenen Ha-
XOAMTCA B COCTOAHWMM «1» (ycTaHOBfEH), a Y
BHELLHMX »KECTKNX ANCKOB B COCTOAHUMN «0» (He
YCTaHOBJEH).

2. nAa co3paHus paboueii cpeabl Windows
To Go éMKoCTb Hakonutensa pasbuTta Ha pasge-
bl C NCMOMIb30BAHMEM CKPUNTA, NPEAIOKEHHO-
ro Microsoft [2]:

Puc. 1. Yctporicteo Mobile Rack
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# The following command will set $Disk to all USB drives with >20 GB of
storage

$Disk = Get-Disk | Where-Object {$ .Path -match «USBSTOR» -and $ .Size
-gt 20Gb -and -not $ .IsBoot }

#Clear the disk. This will delete any data on the disk. (and will fail
if the disk is not yet initialized. If that happens, simply continue with
‘New-Partition..) Validate that this is the correct disk that you want to
completely erase.

# To skip the confirmation prompt, append -confirm:$False

Clear-Disk —-InputObject $Disk[0] -RemoveData -confirm:S$False

# This command initializes a new MBR disk

Initialize-Disk -InputObject $Disk[0] -PartitionStyle MBR

# This command creates a 350 MB system partition

$SystemPartition = New-Partition —-InputObject $Disk[0]
-IsActive

# This formats the volume with a FAT32 Filesystem

# To skip the confirmation dialog, append —Confirm:$False

Format-Volume -NewFileSystemLabel «UFD-System» -FileSystem FAT32

-Partition $SystemPartition -Confirm:S$False

# This command creates the Windows volume using the maximum space
available on the drive. The Windows To Go drive should not be used for other
file storage.

$OSPartition = New-Partition —-InputObject $Disk[0] -UseMaximumSize

Format-Volume -NewFileSystemLabel «UFD-Windows» -FileSystem NTFS

-Partition $OSPartition -Confirm:S$False

# This command assigns drive letters to the new drive,
chosen should not already be in use.

Set-Partition -InputObject $SystemPartition -NewDriveLetter «S»

Set-Partition -InputObject $OSPartition -NewDriveLetter «W»

# This command sets the NODEFAULTDRIVELETTER flag on the partition which
prevents drive letters being assigned to either partition when inserted into
a different computer.

Set-Partition -InputObject $OSPartition -NoDefaultDriveLetter S$TRUE

-Size (350MB)

the drive letters

Mocne okoHYaHMA PaboTbl CKpunTa EMKOCTb USB-HakonuTens pasaefieHa Ha ABa Pa3fena, Huxe
npuBeaeHa Tabnuua pasgenos ans USB-¢naw HakonuTens:

PS C:\Windows\system32> Get-Volume -DrivelLetter S,W

Driveletter FileSystemLabel FileSystem DriveType HealthStatus SizeRemaining Size
S UFD-Windows NTFS Fixed Healthy 334.51 MB 350 MB
UFD-Windows NTFS Fixed Healthy 117.42 GB 117.53GB

3. [lns aKcneprMeHTa MUCnosib3oBaH obpas
installwim 13 yctaHoBouYHOro AMcTpuUbYTMBa
OC Windows 8.1 Pro. PacnakoBKa BblIMoJIHeHa C
NMOMOLLbIO KOMAHZAeTa 1 ero napameTpoB:

Expand-WindowsImage -ImagePath
F:\sources\install.wim —-Index 1 -
ApplyPath W:\

4. OC ycraHoBneHa, 3arpyxkeHa c USB-
HakonuTensa 1 OGHOBJIEHA C YYETOM BCEX BbIMy-
LLLEHHbIX UCMPABNIEHNIA 11 OOHOBMIEHNIA.

5. C uenbio TeCTOBOro MPUMEHEHMUA YCTa-
HOBJEH NakeT odurcHbIX nporpamm LibreOffice 5.

6. 3aBeplialolMM 3Tanom ABAAETCA YCTa-
HOBKM 1 HacTporka C3.

Mo nToram sKcnepmMmeHTa CTano ACHO, YTO
npeanoxeHHbin Microsoft cnoco6 yctaHOBKU
He aBnaetca onTmanbHbiMm gna OC ¢ C3U. lMpe-

XKAe yem yganocb AOCTWYb MOC/IeAHEero Lwara,
SKCMepMMeHT HauMHanca 3aHOBO BBUAY HecTa-
6unbHoctn OC B paboTe. MNMpu ncnonb3oBaHUM
USB-¢nsw Hakonutensa OC He Morfia ycTaHo-
BUTb BCE MCMpPaBfeHns, nepectaB KOPPEKTHO
3arpyaTbcs nocsie oOHOBNEHWA [paliBepoB.
Bpema oTknMKa [WUCKOBOM  MO[CMCTEMbI
(storage latency) nop Harpyskoi cocTaBnsna
okono 3000 MC ANnA OCHOBHbIX NPOLECCOB, Ha
puc. 2 NpuBeAéH CKPUHLIOT OTYETAa MOHUTOPA
pecypcoB npu ycTaHOBKe OOHOBNEHNI.

Mpn NCcNonNb30BaHMN BHELLIHEro ECTKOro
[1CKa CMTyauma CTaHOBUIACh NPUOANKEHHOW K
NCMOb30BaHNI0 0ObIYHOrO BHYTPEHHErO HakKo-
nutensa, Ho OC nocne ycTaHOBKM M TeCTOBOW
skcnnyaTtaumm C3W/ nepectana KOPPEKTHO 3a-
rpy»artbcs.
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Puc. 2. BpeMﬂ OTKNMKa ,D.I/ICKOBOVI noacncTemMbl Npu yCTaHOBKe 06HOBNEHWN

M3 npriBenEéHHOrO Bbille ciefyeT, YTo ycsio-
BUA SKCNeprMeHTa TpebyeTca U3MeHWTb, YTOObI
LOCTVYb NOCTaBIeHHON Lenw. [ins aToro npega-
raeTcsa MCMonb30BaTb He CTaHJapTHbIN 06pa3 13
anctprbyTtrea OC Windows 8.1, a moanduumpo-
BaHHbIV, rae y»ke 6yayT npeaycTaHOBIEHbI HEOO-
xoanmMble nporpammbl 1 C3U. Takxe BO3MOXHO
NMPVUMeHEHNe JpYyrmx CrocoboB U CPeACTB KOH-

TPONA UeNOCTHOCTY, PaCCMOTPEHHbBIX B Npefbl-
aywen ctatbe [3] 1 B cTaTbe Microsoft [4]. Mocne
OOCTVIXKEHNA MONOXKNTENbHBIX PE3YNbTaToB C UC-
Nonb30BaHNEM MPEOSTIOKEHHbIX MOAUdUKaLnin
pPaboToCNOCOOHOCTb  pelleHns  HeobXoAnMOo
NPOTeCTMPOBAaTL NPY TUMOBOW Harpy3Ke AnA yKa-
3aHHbIX KnaccoB AC, a TakXke C NMOMOLLblO afro-
pVTMa, ONCaHHOrO B NpeablayLien ctaTbe [5].
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